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1. ean u 3aaa494 JMCIUTLTHHBI

Heab AMCUUNIMHBI
Henssmu  ocBoeHus aucuuiuiMHbl Cuctemsl aHanuza ysa3Bumocteil 1O sBisiercs

dbopmupoBanre MpoPecCHOHANBHBIX KOMIIETEHIIMH OyAylmMX CHEUAINCTOB B  00JACTH
WH(OPMAIIMOHHBIX TEXHOJOTHH, (OPMUPOBAHUE Y CTYJAECHTOB CHCTEMHOTO M AHAJTUTHYECKOTO
MBIIICHHS,
ABTOMATH3UPOBAHHOW CUCTEMBI.

OBJIAZICHUC [IPUHOUIIAMKX OpraHu3anuyu IIponecca aHajlu3a 3alluIICHHOCTH

3anaqn JUCHUITIJIMHBI

OCHOBHBIMU 3aJJa4aMU U3Y4EHUS JUCIUIUIUHBI SBIISIOTCS:

e (QopmMupoBaHHE HABBIKOB JKCIEPTHU3bl KayecTBa M HAJACKHOCTU peallu3aiuid
MPOrPaMMHBIX U MPOrPAMMHO-AIIIAPATHBIX CPEACTB OoOecTieueHus nHHOPMAMOHHON
0€30I1aCHOCTH;

e (QopmupoBaHHE HABBIKOB aHAIHM3a MPOTPAMMHBIX pEATH3AIMA HA TPEIMET HATUYIHS
ySI3BUMOCTEH;

e HCIIOJIb30BaHHUA CUCTEM O6HapY)KCHI/I$I BTOp)KGHHfI.

2. MecTo JTUCHMILUIMHBI B CTPYKTYpe 00pa30BaTeibHO MPOrpaMMbl

Hucuunnuna «Cuctemsl ananuza ys3Bumocteid [10» oTHOcUTCS K 00s3aTeIbHON YacTH
bnoka 1 Jucnurmuunel (Moxynu) (b1.B.JIB.05.02) noaroroBku CTYAEHTOB IO HAIpaBIECHUIO
noaroToBku 6akanaBpoB 10.03.01 Madopmanrionnast 6€30MacHOCTb.

[IpepekBU3UTHI AUCUUILIAHBL:

W3ydyenne naHHOW JOUCHUIUIMHBI Oa3upyeTcs Ha 3HAHUU CJICAYIOIIMX JUCIHILINH:
OrnepalliOHHBIE CHCTEMBI, be30MmacHOCTh ONEpaIMOHHBIX CHCTEM, be3omacHocTh cucrteM 0Oa3
naHHbIX, beszonmacHocts Web-npunoxkenuit, Pa3paboTka W dKCIUTyaTanusl 3allUIICHHBIX
aBTOMAaTU3UPOBAHHBIX cucTeM, [Ipukiagnas kpunrtorpadus, 3anura IepCOHAIbHBIX JTaHHBIX B
OpraHU3aIUH.

HOCTpeKBI/BI/ITLI JAUCIUITIIINHBI:

OcCHOBHbBIE TIOJIOKEHUS JAaHHOW JUCHMIUIMHBI BBICTYNAIOT OMNOPOM s AMCLMILUIUH:
AJIMUHHCTpUpPOBAaHHE U OOCIyXXHMBaHHE KOMIIBIOTEPHBIX ceTeil, MeTtoasl M  cpeacTBa
KpunTorpaduueckoil 3amuTel HHGOPMALIMY, AUCUUILUIMH 110 BHIOOPY, IPU3BaHbl TOATOTOBUTH K

MMPOXOKIACHUIO yqe6H0171 )51 HpOI/I3BOL[CTBeHHOI71 IIPpaKTHUK, K HaquO'HCCHe,HOBaTeHBCKOﬁ pa60Te.

3. ®opMupyeMble KOMIIETEHUMH M HHIAMKATOPBI

HX JOCTHKCHHHA II0

AUCHUIIJIMHE
Kon Conep:xaHue Koa n HauMeHoBaHNe MHIUKATOPA TOCTHKEHHS
KOMIIeTeHMH KOMIETeHLHH KOMIETeHLM I
Criocoben npoBoauth | [IKC-1.1 - 3Haet xpurepun oneHku d3(p(HEKTUBHOCTH U
dbopmanmzanuio HAJIKHOCTH CPEJICTB 3aIUThI TPOTPAMMHOI0
MpeaMETHOW o0ilacTh ¢ | 0OecTeueHns aBTOMATH3UPOBAHHBIX CUCTEM;
LEJIBIO cozganus | [IKC-1.2 - YmeeT onpenensts napaMeTpbl HACTPOHKH
I[IKC-1 MH(pOPMAITMOHHOM MIPOrPaMMHOTO 00ECTIEYEeHNSI CUCTEMBI 3aIUThI
CHCTEMBI B chepe | nHpOpPMAIINU ABTOMATH3UPOBAHHON CHCTEMBI,
npodeccuoHanbHON [1IK-1.3 — Biiageer HaBBIKaMH OIpEJENICHHUS apaMeTpoB
JeSITeIIbHOCTH HAaCTPOHKM  MPOrpaMMHOIO  OOECHEeUeHHs  CHCTEMbI
3alUThl THPOPMAIH aBTOMATH3UPOBAHHOW CUCTEMBI;
Crniocoben pemars 3amaun | [IKC-2.1 - 3HaeT OCHOBHBIE MEPBI IO 3aIIUTE
TKC-2 npodeccnoHaIbHON nHGOPMALIUK B aBTOMATH3UPOBAHHBIX CHUCTEMAX;
nesitenbHoctd ¢ yderoMm | IIKC-2.2 - YmeeT peructpupoBath 1 aHAJIU3UPOBATh
TEKYIIEro COCTOSIHUSI M | COOBITHSI, CBSI3aHHBIE C 3alUTOH HHPOPMAIIH B




TEHACHINN PasBUTHS | aBTOMATU3UPOBAHHBIX CUCTEMaX. Y MEET PETUCTPUPOBATD
WH(POPMAITMOHHBIX W aHAJIM3HPOBATH COOBITHUS, CBSI3aHHBIC C 3AIIUTON
TEXHOJIOTHH, cpenctB | nHGOpPMAIMK B ABTOMATH3HPOBAHHBIX CUCTEMAX;
TEXHUYECKOMH samutel | [IKC-2.3 - Biageet HaBbIKaM# UCTIOIB30BAHHS THIIOBBIX
nHpopmManuy, ceTeli W | MPOrPaMMHBIX CPEICTBA PE3CPBUPOBAHUS U

CHCTEM nepesady | BOCCTAaHOBJICHHS HH(POPMAIIMU B aBTOMAaTH3WPOBAHHBIX
HHPOPMALIUH CUCTEMaX.

4. CTpyKTypa M colep:KaHue JUCHUNIUHBI (MOTYJISA)

4.1. CTpyKkTypa IHCHHUILJIMHBI (MOLYJISA)
OO0m1as TpyI0EeMKOCTh TUCITUIUTMHBI (MOYJIs) coCcTaBiseT 3 3aueTHble enunuil (108

aKaJeMUYCCKUX YaCOB).

TpynoemMKocCTs,
Bz paboTI aKaJl. 4acoB
CeMecTp
BCETO
7
OO0mas TPy10eMKOCTh 108 108
KonraktHasi pabora: 58 58
Jlexumu (JIek) 24 24
Jlaboparopubie pabotsr (J1ab) 30 30
KonTtakTHas paboTa B EPUOJ TEOPETUIESCKOTO O0YUCHUS
(KontTO) (IIposedenue mexywux Koncyiomayutl u 4 4
UHOUBUOYATIbHASL pAbOmMa cO CMyOeHmamu)
KonTtaktHast paboTa B mepro MPOMEKYTOUHOM aTTECTAIIH 0
(KontlIIA)
ITpomerxyTouHas arTecTanus — 3a4eT 0
CamocrosiTesibHas padora: 50 50
- camocmosimenbHoe uzyyeHue pas0enos (nepeduciums); 0 0
- CAMoOn002omosKa (npopabomka u no8MopeHue 1eKYUOHHO20 14 14
Mamepuana, Mamepuaid y4eOHuKos u yueoHvlx nocoouil);
- N0020MOBKA K 1aO0PAMOPHBIM 3AHAMUIM, 30 30
- N0020MOBKA K KOJIOKBUYMAM, 2 2
- N0020MOBKA K NPOMENCYMOUHOU ammeCcmayuy u m.n.) 4 4

4.2.Pacnpenesnenne BWIAOB PadoThbl M MX TPYAOEMKOCTH MO pasjaesiam

AUCHHUILIUHBI (MOIYJIs1)

Buns yue6Hol paboTsl (B
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VCTHEIN OIPOC 1O TeME JICKIIHH.
1. Tema 1. IToastue 3amumnieHsocty C 6 0 6 14 P 1
[IpoBepka gomaniHero 3agaHusl.
9 Tewma 2. CpenctBa aHanm3a 10 0 12 16 YCTHBIH OMPOC MO TEME JSKITUH.
' 3alTUIIEHHOCTH CETEBBIX CEPBUCOB 7 [IpoBepka gomarnrHero 3agaHusl.
3 Tema 3. CpencTBa aHanmusa 8 0 12 14 Y CTHBII OIPOC 10 TEME JIEKIINH.
' 3aIUIICHHOCTH Web-TIPUI0KEHUH [IpoBepka goManiHero 3agaHusl.
KOJLIOKBUYMbl 2 | CobecenoBanue




3ayem 4 | Yemuoui 3auem (no buremam)

HATOTO:. 68 24 0 30 50

4.3. Coneprxkanue pa3ieioB JUCHUTLTUHBI

Tema 1. Ilousitue 3anmmenunoctu UC

[ToHsATHE 3aIIMIIEHHOCTH AaBTOMATU3MPOBAaHHOW cucTreMbl. HopmaruBhas 0aza. Meronuka
aHanm3a 3amuiieHHocTH. Mcxomnple nmanHble oOciemyemort MC. MeTonbl TecTHpOBaHUS
cuctembl 3amuThl. Kitaccudukarnms cucreM U cpeAcTB aHaIM3a 3alUIIEHHOCTH.

CpenctBa aHanmu3a mapaMmeTpoB 3amuThl. Kiaccudukanus METOIOB aHaiau3a IapaMeTpoB
samuThl  (Security Benchmarks). Cnenuduxammu Security Benchmarks. Crenudukanum
MEePBOTO YpOBHs i 0a30BOro (MHHUMAJIBLHOTO) ypOBHS 3amuThl. Crenudukanud BTOPOTO
YPOBHS 3alIUTHI JJII CACTEM C TIOBBIIICHHBIMU TPEOOBAHUSIMHE 110 0€3011aCHOCTH.

Tema 2. CpeacrBa aHa/In3a 3alIUIIEHHOCTH C€TEBBIX CEPBHCOB

VYS3BUMOCTH CETEBBIX IIPOTOKOJIOB, CIYKO, cepBucoB. Kiaccudukamus cpencTs aHaiuza
3alMIIEHHOCTH CETEBBIX CEPBHUCOB.

CeptudunupoBanHbie cpeicTBa aHanu3a 3amuiieHHocTy: XSpider, MaxPatrol, Peuzop Cern,
Cxkanep-BC. OyHk1mM, METOAUKA UCTIOIb30BAHMUS.

Tema 3. CpeacTBa aHajm3a 3alUIIIEHHOCTH Web-npuiioKkeHui

AHanu3 u Kiaccuukanus ys3BUMOCTel web-npunoxkeHuil. bubnuoreka mnoxkymento Open
Web Application Security Project (OWASP), mpoext Web Application Security Consortium
(WASC). KomiiekcHast OlleHKa 3alUIICHHOCTH Web-tpunokenus. IIpHHINIT «4EPHOTO SIIHKa»
[Tpunuun «ceporo simuka». [puHnun «oenoro simuka». MHCTpyMeHTallbHbIE CPECTBA aHAIN3a
3aIIUIIEHHOCTH Web-TIPUI0KEHHUS.

4.4 Tembl U IVIaHBI JT1A00PATOPHBIX 3aAHATHH
Jladoparopnoe 3ansiTue Nel (6 4.)
Tema Ilouck ya3BHMOCTEH B IPOrpaMMHO peajin3anuu
Bomnpocsr myist o6cyxeHust:
[ToHsATHE 3aIUIIEHHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI.
HopmarusHnas 6a3za.
Mertoaurka aHanu3a 3amuiieHHocTy. Mexoaaele nanabie oocienyemoit MC.
MeTtoapl TeCTUPOBaHHS CUCTEMBI 3amuThl. Kiaccudukanust cucTeM U CpeACTB aHaIn3a
3aLUIEHHOCTH.
CpencTBa anann3a rnmapaMeTpoB 3alUTHI.
Knaccugukarus MeTo10B aHann3a napameTpoB 3amuThl (Security Benchmarks).
Crnenudukarnuu Security Benchmarks.
Crienuduxanuy nepBoro ypoBHs i 6a30Boro (MUHUMAIBHOI0) YPOBHS 3alllUTHI.
Criermudukaii BTOPOTO YPOBHS 3aITUTHI JJISI CUCTEM C MOBBIIIEHHBIMU TPEOOBAHUSIMU
10 0€30MacHOCTH.

N
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JlaGopaTopHoe 3ansitue Ne2 (12 y.)

Tema CpeacTBa aHa/IM3a 3alIMIIIEHHOCTH CETEBBIX CEPBUCOB
Bormpocs! m1st 06¢cyxieHust:
1. VYs3BUMOCTH CETEBBIX MPOTOKOJIOB, CITYXkO0, CEPBHCOB.
2. Knaccudukanms cpeacTB aHanmn3a 3alIMIIEHHOCTH CETEBBIX CEPBUCOB.
3. CeprudunupoBaHHbIE CpelCTBa aHaMM3a 3amuiieHHoctu: XSpider, MaxPatrol, PeBuzop
Cern, Ckanep-BC.
4. ®OyHKUNU, METOJMKA UCTIOIb30BAHUS.

JlaGoparTopnoe 3ansitue Ne3 (12 u.)




Tema Cpeacrea aHaJIn3a 3aIMUIEHHOCTH Web-TIpHI0KeHUH

Bormpocs! 1u1st 00Ccyx1eHus:
1. Amnanu3 u kiaccudukanus ysa3BUMOCTed web-TipuioxeHui.
2. bubmmorteka moxymentoB Open Web Application Security Project (OWASP), mpoekt
Web Application Security Consortium (WASC).
KomrmuiekcHast oneHka 3aluieHHOCTH Web-TIpUI0KEeHHSI.
[IpuHIMIT «4EPHOTO ALIUKA»
[TpuHIMIT «Ceporo SIIUKa.
[TpuHIUI «OENOTOo SIIUKaY.
HHcTpyMeHTallbHBIE CPEeICTBA aHAIN3A 3AIIUIIEHHOCTH Web-TIPHII0KEHHUS.

No ok w

5. Temsbl JAUCHUITINHBI (MOIlyJ'HI) AJIA CAMOCTOATECIBHOTO U3YYCHUHA
He npenycMmotpensl

6. O0pa3oBare/ibHbIE TEXHOJIOTHH

Ne . Oo0pa3oBaTtesbHbIE
HaumeHnoBaHue pasjeiia Buapl yueOHbIX 3aHATHI
n/n TEXHOJIOTUH

1 cemecTp

TpaguuuoHHas JNeKusa B ayn. C

Jlexiusa
MYJIBTHMEINA IPOCKTOPOM

Tewma 1. IloHaTue 3aluIEHHOCTH JlaboparopHoe 3aHATHE B

1. JlaboparopHoe 3aHATHE
nUc KOMITBIOTEPHOM KJlacce.
N3yyenune marepuasa Mo TeMe
CamocrosiTenpHas padoTa  |JIeKIKH, TOJrO0TOBKA JOMAIIHEro
3aJJaHHSsl.
TpaguuuoHHas JeKUUs B ayAd. C
Jlexiusa pajui 1t YA
MYJIBTUMENNA IIPOECKTOPOM
JlabopatopHoe 3aHsTHE B
Tewma 2. CpencTBa aHanu3a JlaGoparopHoe 3aHsaTHE parop
2. KOMITBIOTEPHOM KJlacce.
3aIIMIIEHHOCTH CETEBBIX CEPBUCOB
Wzyuenne marepuana mo Teme
CamocrosiTennpHas padoTa  |JIeKINH, TOJrOTOBKA JIOMAIIIHEr0
3aJJaHMSI.
TpaaunMoHHas JIEKIUS B aya. ¢
Jlekmus pajni n yA
MYJIbTUMEINA MPOECKTOPOM
JlaboparopHoe 3aHsTHE B
Tema 3. CpencrBa aHanu3a JlabopatopHble 3aHATHE patop
3. KOMITBIOTEPHOM KJIACCE.

3aIMIIEHHOCTH Web-TTpUII0KEeHU I
I/I3y‘{€HI/IG Marepuajia 1o TEME

CaMocTosTenbHas pa60Ta JICKIIMH, ITIOJATOTOBKA JOMAIIHETO
3aJaHHs.

7. OueHouyHnble cpeacTtBa (MaTepuajbl) sl TEKylero  KOHTPOJIS
yCIIeBA€MOCTH, TMPOMEKYTOYHOM  arrecTauvMu  O0y4aluMxcs 10
TUCHUILINHE (MOIYJIIO)

I[IpumepHbIe BONPOCHI K 3a4eTy

[ToHsTHE 3aIMIIIEHHOCTH aBTOMATU3HPOBAHHON CUCTEMBI.

HopmarusHnas 6a3a.

Meronnka ananu3a 3amuinieHHOCTH. Micxomasie nannbie oociexyemoit MC.

MeTobl TECTUPOBAHUS CHCTEMBI 3alIUThl. Kiaccudukaius CUCTEM U CPEICTB aHAIM3a
3aIMIICHHOCTH.

CpencTBa aHann3a napaMeTpoB 3aLIUTHI.
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10.
11.
12.

13.
14.
15.

16.
17.
18.
19.
20.

Knaccudukanmst MeTo0B aHanm3a napameTpoB 3amuThl (Security Benchmarks).
Cremudukarnuu Security Benchmarks.

Crenudukaruy nepBoro ypoBHs A1 0a30BOro (MHHUMAIBHOTO) YPOBHS 3alTUTHI.
Crenudukanuy BTOPOro YPOBHS 3alIUTHI ISl CHCTEM C TOBBIIIICHHBIMU TPEOOBAHUSIMH
1o 6€30MacHOCTH.

VYS3BUMOCTH CETEBBIX MPOTOKOJIOB, CIIYKO, CEPBHUCOB.

Knaccudukanus cpencTB aHaM3a 3allMIIEHHOCTH CETEBbIX CEPBHCOB.
CeptudunupoBaHHbie CpeCTBA aHanu3a 3anumeHHoct: XSpider, MaxPatrol, Pesuzop
Cetu, Cxanep-BC.

OyHKIHUHA, METOANKA UCTIOJIb30BAHUS.

AHanu3 1 KnaccupuKamys ysa3BUMOCTEH Web-TIpHIIOKEHUH.

bubmuoreka moxymentoB Open Web Application Security Project (OWASP), mpoekt
Web Application Security Consortium (WASC).

KommiekcHast o1ieHKa 3auiiIeHHOCTH Web-TTPUII0KESHUS.

[TpuHIMIT «4epPHOTO ALTUKA»

IIpuHIUI «CEPOTOo SALUKaY.

[TpuHIMI «OETI0T0 AUUKAY.

HHCTpyMEHTaIbHBIE CPEICTBA aHAIN3A 3AUIUIIEHHOCTH Web-TIPHUIIOKECHHUS.

8. Cucrema olleHUBAHMA NJIAHUPYEMbIX Pe3yJbTATOB 00y4eHHUsI
Kpurepun onenuBanus
OI[EHKa «3Aa4YTEHO0>» BBICTABJISICTCA.

CTYJEHTY TJIyOOKO M NPOYHO YCBOMBIIEMY MPOTPaMMHBIA MaTepuaj, UCUEPIIbIBAIOLIE,
IIOCIIEAOBATENBHO, TPAMOTHO M JIOTMYECKM CTPOMHO €ro H3JIaramlleMy, B OTBETE
KOTOpPOI0 YBS3BIBAE€TCS TEOPUS C IPAKTUKOM, OH IIOKAa3blBAET 3HAKOMCTBO C
JUTEPATypOll, IPaBUIBHO OOOCHOBBIBAET U UCIIOJIb3YET PALIMOHAIBHBIE U COBPEMEHHbIE
CpeZCTBa PEUICHUs IOCTaBIEHHON MPOOIEMBI.

CTYJIEHTY, TBEPJIO 3HAIOIIEMY IPOrPAMMHBIM Marepuajn, IPaMOTHO M IO CYIIECTBY,
U3JIAaraloIEMy €ro, KOTOpBIM HE JOIYCKaeT CYLIECTBEHHBIX HETOYHOCTEM B OTBETE Ha
BOIIPOC, MPAaBWIBHO INPHUMEHSET TEOPETHYECKHE IIOJIOKEHUS MpPU  PELICHUU
MIOCTaBJICHHOU 3a7a4H.

CTYZIEHTY, KOTOPBI 3HAE€T TOJBKO OCHOBHOM IPOTPAaMMHBIM Marepual, HO HE YCBOMWII
0COOEHHOCTEH, AOMYCKAEeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (GOPMYIUPYET OCHOBHbBIE
3aKOHBI U [IPABUIIA, 3aTPYAHSAETCS B BBIIIOJHEHUN ITPAKTUYECKUX 3a]1a4.

OueHka «He 3a4TEHO» BBICTABJISETCA CTYJIEHTY, KOTOPBIM HE 3HAeT 3HAYUTEIBHOW YacTH
IPOrpaMMHOI0 MaTepHasa, JOMYCKAaeT B OTBETE CYIIECTBEHHbIE OIIMOKH, C 3aTpyJHEHUSIMHU
IIPaKTUYECKUE 3aaHUs.

3a oany padoTy Bcero
Popma KOHTpO Mun. Makec. Mun. Makec.
0asioB | 0aJuI0B 0aJJ1I0B 0aJJ1I0B
Texkynuii KOHTPOJIb:
AKTHBHas pab0Ta Ha 3aHITHU 0,25 0,5 9 18
BrinmonHenne qoMarHero 3aJgaHus 0,75 0,75 27 27
Brinonnenne 3aganuii caMoCcTOsATeIbHON paboThl 1 3 1 3
KOJLIOKGUYM 1 3 3 9
[TpomesxyTouHast aTTecTanus (9K3aMeH) 20 43
HToro 3a cemectp 60 100
/IK3aMeH
9. YuebOHo-MeTOAMUYECKOE U HH(POPMAIIMOHHOE 00ecTieyeHUue TUCUUTIIMHBI
9.1. OcHoBHasi 1UTEpaATypAa
1. Kazapun, O. B. HangexHocTs u 0€301IaCHOCTh MPOTPAMMHOTO OOECTieUeHHs : ydeOHOe
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11.

12.

nocobue s By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3narensctBo FOpaiit,
2024. — 342 c. — (Bwicmee obOpazoBanme). — ISBN 978-5-534-05142-1. — Tekcr :
anexkTpoHHbd  //  OOpasoBarenbHas  miarpopma  FOpait  [caiit]. —  URL:
https://urait.ru/bcode/539995

benos, I1. I'. CuctemHbIi aHAJIU3 U TPOTPAMMHO-IIEJIEBOM MEHEDKMEHT PUCKOB : YICOHHK U
npaktukym uist By30B / I1. I'. benoB. — Mockga : MU3narensctBo FOpaiit, 2024. — 289 ¢. —
(Beiciiee oOpazoBanme). — ISBN 978-5-534-04690-8. — Teker : 21eKTpOHHBIA //
OopasoBarenbHas wiathopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/539784
Kazapun, O. B. IIporpammHo-amnmapaTHble CpeiCcTBa 3amuThl HWH(pOpManuu. 3amura
IporpaMMHOro o0ecrieueHust : y4eOHUK u mpakTukyMm it By3os / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : M3narensctBo HOpaiit, 2024. — 312 ¢. — (Bricmiee oOpazoBanue).
— ISBN 978-5-9916-9043-0. — Tekct : snextponHbd // OOpa3oBarenbHas miaTdopma
IOpaiir [caiit]. — URL.: https://urait.ru/bcode/538066

9.2. lonotHUTEILHAA JTUTEpPATypa

3onorapeB B.B., ®enopoa H.A. AHanu3 3alUIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.-
Kpacnospck, CubI’'AY, 2007 — 93 c.

Xopes I1.b. Metoapl u cpencTBa 3auuThl HHOOPMAIIMK B KOMITBIOTEPHBIX CHCTeMax: Y4eo.
nocoOue uIst cTya. Beicil. yue0. 3aBenenuii / [1aen bopucosuu Xopes. — M.:
N3natensckuit neHTp «Akagemus», 2005. — 256 c.

benos, II. I'. CucreMHbIi aHaJIN3 U IPOrPaMMHO-IEJIEBOM MEHE/KMEHT PUCKOB : YUEOHUK
u npaktukym ais By30B / I1. I'. BenoB. — Mocksa : M3garensctBo FOpaiit, 2024. — 289 c.
— (Boicmiee oOpazoBanue). — ISBN 978-5-534-04690-8. — Tekcr : snekTpoHHbIi //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/539784
Kazapun, O. B. IlporpammHo-anmapaTHbIe CpeACTBA 3allUdThl HHOOpPMaIHMHU. 3arura
MPOrpaMMHOT0 OOecredeH s | Y4eOHUK U MPAKTUKYM JUIsl CPEIHEro MpoQeccuOHAIbHOTO
oo6pazoBanms / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3marensctBo IOpaiit, 2024.
— 312 ¢. — (Ilpodeccuonanvuoe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr :
ekTpoHHbI  //  OOpasoBarenpHas  1argopma  Opaitr  [caiit]. —  URL:
https://urait.ru/bcode/543631

9.3.IIporpammHoe odecnieyeHne

Microsoft Office 2010 Russian Academic OPEN 1 License (Geccpounasi), (urieH3us
49512935);

Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2
PROC (6eccpounas), (mumensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (mumeH3us
61031351),

Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensust 61031351),
Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas),
(munensus 61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6eccpounas), (nmunensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounast), (mumeH3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6eccpounast), (mumeH3us
60939880),

Microsoft Windows 10 Pro, 64 bit, Rus, OEM, OnepanuonHas cucrema

. HencxmountenbHoe mpaBo Ha wucnonb3oBanue [10 Kaspersky Endpoint Security s

6usHeca — Paciupennsiit Russian Edition.

HeuckmountensHoe mpaBo Ha ucnonb3oBanue [10 Kaspersky Security ayis BUpTyanbHBIX U
obnaunbIx cpen, Server, VirtSvr, License, Education Renewal

ABBYYFineReader 11 Professional Edition, (6eccpounas), (muuensuss AF11-2S1P01-
102/AD),


https://urait.ru/bcode/539995

13. Microsoft Volume Licensing Service, (6eccpounas), (unen3ust 62824441),

14. Microsoft Windows Pro 64bit DOEM, (6eccpounas), kontpaktr Ne 6-OAD®2014 ot
05.08.2014

15. Visual Studio Professional

16. «Antumaruat. BY3». JIunensunonnsiii goropop Ne 5044 ot 14.05. 2022 roga (exxerogHoe
POJIJICHUE);

9.4.1Ipodeccuonanbupie 6a3bl JAHHbIX U HHGOPMALIMOHHBbIE CIIPABOYHbIE

CHCTEMbI COBpeMEHHBIX MH(OPMAIMOHHBIX TEXHOJIOT Ui

1. Hudopmannonnas cucrema «EquHoe 0OKHO JOCTyma K 00pa3zoBaTeiabHBIM pecypcam. Pasznen
Nudopmartuka u napopmannonusie TexHoaorum» (https://habr.com/)

2. Kpynueitmuii BeO-cepBuc st xoctuHra IT-IpOeKTOB M HMX COBMECTHOH pa3paboTKu-
(https://github.com/)

3. baza xuur u mybnukanuii JnekTpoHHoU O6ubmmorexkn "Hayka m Texuuka" (http://www.n-
t.ru)

4. EnmuHoe OKHO JocTynma K oOpasoBarenbHbIM pecypcam. Pasgen Wudopmaruka u

nHpopmarnmonHsie Texnosoruu (http://window.edu.ru/catalog/?p rubr=2.2.75.6)

OnektponHas 6ubmanoreynas cucrema ZNANIUM.COM (http://znanium.com/)

[udpoBast KOJUIEKIHS SIEKTPOHHBIX BEpCUU M3AaHWN (Y4eOHHMKH, y4eOHBIE MOCOOUS,

y4eOHO-METOIUYECKUE JTOKYMEHTBI, MOHOTpa(uu) IO 3KOHOMHUYECKHM, ECTECTBEHHBIM,

TEXHHYECKUM U TYMaHUTAPHBIM HayKaM, CTPYIITUPOBAHHBIX MO TEMAaTHYCCKUM U IICIIEBBIM

NPU3HAKAM.

7. DOnextponHass Oubnuoreunas cucrema «BOOK.ru» wusmarensctBa «KHoPyc wMemmay
(https://www.book.ru/)

8. HutepHer-yHuBepcuTeT HHGOOPMAIIMOHHBIX TEXHOJIOTHHA (WWW.intuit.ru)

9. Ownnaiin cpena pa3zpaboTku npuiioxxkenuit (ideone.com)

10. XXypnan «KomnbroreplIpeccy (wWWw.compress.ru)

11. UzparenbcTBO «OTKPHITHIE CUCTEMBD) (WWW.0SP.TU)

12. 3nanue o BRICOKUX TEXHOJIOTHSIX (WWW.CNews.ru)

13. CnpaBouno-nipaBoBas cuctema «Koncysprant [Tiroc» (http://www.consultant.ru)

14. Polpred.com O630p CMU (http://polpred.com/)

15. Dnektponnas 6ubnmmoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)

16. Dnexktponnas oubmuoreunas cucrema IPRbooks (http://www.iprbookshop.ru)

17. OnextpoHHass OubOnaMoTeyHass cucreMa HamuoHanbHas  3JE€KTpoHHas — OuOIMOTEKa
(https://H36.pd)

18. DnekTponnas 6ubnmoreunas cucrema FOpaiit (http://www.biblio-online.ru)

oo

10.006ecneuenue o0pa3oBaTeJbHOrO Mpolecca JAJA JHI ¢ OrPaHUYeHHBIMH

BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIU/10B

YyeOHble W y4eOHO-METOAMYECKHE MaTepHallbl i CaMOCTOSATEIbHOW paboThI
00y4aromuXxcsi U3 YUClla MHBATUAOB U JUI] C OTPAHUYEHHBIMU BO3MOXKHOCTSIMU 3710poBbs (OB3)
MPEIOCTaBISAIOTCA B (POpMax, aJlaiTUPOBAHHBIX K OTPAHHUYEHUSM UX 3JI0POBBS U BOCIPHUSTHS
uH(pOopMaIuu:

/lna cnenvix u chabosuonawux:

- JIEKIUU OQOPMIISIIOTCS B BHJE DJIEKTPOHHOTO TOKYMEHTA, JIOCTYITHOTO C TOMOIIBIO
KOMIIBIOTEPA CO CIIeIUaTN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUEHUEM;

- TIMCHPMCHHBIC 33/IaHMsI BBITIOJNHSAIOTCS HAa KOMIBIOTEPE CO CHEIUaTU3HUPOBAHHBIM
MPOrPpaMMHBIM 00€CTiedeHUEM, U MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM,;

- o0ecrieunBaeTcs MHIUBUAYATbHOE paBHOMEpHOE ocBemieHrne He meree 300 Jokc;

- JUIS BBITIONHEHWS 3a/laHusl MPU HEOOXOIUMOCTH TPEIOCTABISETCS YBEIMYMBAIOIIEE
YCTPOMCTBO; BO3MOXHO TakKXK€ HCIOJIb30BaHUE COOCTBEHHBIX  YBEIIMYMBAIOIINX
YCTPOMCTB;

- TIMCHhMEHHBIE 33JIaHUs OOPMIIIOTCS YBETHUYCHHBIM IIPUPTOM;

- 9K3aMeH U 3au4€T MPOBOAATCS B YCTHOU (pOopMe WIIH BBIMIOIHSAIOTCS B MUCEMEHHON opme


http://www.consultant.ru/
http://polpred.com/
http://www.elibrary.ru)/
http://www.iprbookshop.ru/
https://нэб.рф/
http://www.biblio-online.ru/

Ha KOMIIBIOTEpE.

Hna znyxux u chabocnviimamux:

- JeKIMH OQOPMIAIOTCS B BHUAE NIEKTPOHHOIO JOKYMEHTa, JIMOO NpPeAOoCTaBIAETCS
3BYKOYCWJIMBAIONIAs anmnapaTypa WHAUBUIYAIbHOTO MOJIb30BAHMS;

- IIMCbMEHHBIE 3aJJaHUs BBIIOJIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOMU (opMe;

- DK3aMeH W 3auéT NPOBOJATCA B MUCBMEHHOW (OpME Ha KOMIIBIOTEPE; BO3MOXKHO
npoBesieHue B (hopMe TeCTUPOBAHMUS.

Jna nuy ¢ hapywienuamu onopHo-06uamenbHo20 annapama:

- JeKIMH O(OPMIISIIOTCA B BHJE 3JIEKTPOHHOI'O JIOKYMEHTA, JIOCTYIIHOTO C ITOMOIIBIO

KOMITBIOTEpA CO CHEIMATHN3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeueHHEM;

- IUMCbMEHHBIE 3aJjaHUs BBINOJHAIOTCS Ha KOMIIBIOTEPE CO CHELHATU3UPOBAHHBIM

MIPOTrpaMMHBIM 00€CIIE€YECHUEM;

- 9K3aMeH U 3a4€T NMPOBOAATCSA B YCTHOH (hopMe MM BBINOJIHAIOTCS B IMCBMEHHOH opme

Ha KOMITBIOTEpE.

ITpu HEOOXOMMOCTH NpelycMaTpUBAETCs YBEJINUYEHUE BPEMEHHU AJIs IIOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHHsT  NPOMEXKYTOUYHOM  aTTecTauu s OOydaromuxcs
YCTaHABJIMBAeTCsI C Y4€TOM HUX MHIUBHIYaJbHBIX ICUXO(DU3MUECKUX OCOOEHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Tpu mpoBeneHNH TPOIEAYPHl OICHUBAHUSI PE3YNBTaTOB OOYUYECHHUS MPEAyCMaTpPUBACTCS
UCIIOJIb30BAaHME TEXHUYECKHUX CPEACTB, HEOOXOOUMBIX B CBA3M C HWHAUBUAYaJIbHBIMU
OCOOCHHOCTSAMHU OO0Yy4YarOIIUXCsl. DTU CpPEACTBa MOTYT OBITh IPENOCTAaBJIECHbl YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCsI COOCTBEHHbBIE TEXHUYECKHE CPECTBA.

[IpoBeneHre mpoUEAYpbl OLICHUBAHHUSA  PE3YIbTaroB  OOy4eHHUS  JOIyCKAaeTCs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00Pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcs A0CTYN K MH(POPMAIMOHHBIM U OMOIHOrpa)MueckuM pecypcaMm B CETH
WuTepHeT Ui Kakaoro oOydaromierocs B (opMmax, aJalTHPOBAHHBIX K OTPAaHHYCHHSIM HX
3JI0pOBBS U BOCTIPUSATHUS HHPOPMAIUH:

na cnenvix u crabosuosauux:

- B Me4aTHO# (hopMe yBEITMYCHHBIM MIPUPTOM;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B (hopMme ayanodaiina.

Jlna enyxux u cnabocaviumauiux:

- B IeYaTHOM opme;

- B (popme 37EKTPOHHOTO TOKYMEHTA.

/na odyuarouwguxca ¢ HapywieHuAMU ONOPHO-06U2AMENILHOZ0 annapama:

- B Ie4aTtHou (opme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

VY4eOHble ayAUTOPUH ISl BCEX BUJIOB KOHTAKTHOM M CAaMOCTOSATENbHON pabOThl, HayyHast
OubnuoTeka W WMHBIC TIOMEUICHHS N7 O0y4YeHHsS OCHAIICHBI CIelHUaIbHbIM 000pyAOBaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMH CPEICTBAMHU O0YICHUSI:

0715 C/IenbIX U C/1AD0BUOAUUX:

- aBTOMaTU3UPOBAHHBIM pabOYMM MECTOM JUIs JIFOJIeH C HApYLLIEHUEM 3PEHUS,;

- IIpY HEOOXOAMMOCTH OOYYarOIIUMCS IMPETOCTaBISIETCs YBEIMUUBAIOIIEe YCTPOMCTBO,
JIOTTYCKaeTCs UCTOIb30BaHUE YBEIMUNBAIOIINX YCTPONUCTB, UMEIOIIUXCS Y 00y4aroImuXcs;

01 27IYXUX U C/LAOOCbILUAUUX:

- aBTOMAaTH3UPOBAHHBIM pPa0OYMM MECTOM JJsi JIoJed C HapylIeHHeM cllyXa |
C1a00CIIBIIIAIINX;

- aKyCTUYECKHH YCUIIUTEh U KOJIOHKH,

0713 00YUaAIOWUXCA C HAPYUWIEHUAMU ONOPHO-08U2AMENbHO20 annapama:
- IePEIBIKHBIMHE, PETYJIUPYEMbIMH dproHoMuueckuMu napramu CHU-1,
- KOMITBIOTEPHOM TEXHHUKOW CO CIIelUaTIbHBIM IPOrPAMMHBIM 00€CIICYCHHEM.

11.MaTepuaJibHO-TEXHHYECKOE O0ecneyeHue TUCHUIIIMHbI (MOTYJIA)



Jlis mperogaBaHusT M W3YYCHUS JAUCHUIUIMHBI KCIIOJIB3YeTCS JIEKIMOHHAS ayIuTOpHs,
oOecrnieueHHass MyJIbTUMEINA MPOSKTOPOM U COMYTCTBYIOIIUM O00OPYIOBAaHUEM, HHTEPAKTUBHON
nockoil. Ucnonp3ytoress YMK nucuurummael (Ha OyMaKHOM U 3JIEKTPOHHOM HOCHTENSX), (HDOHI
HAyYHOW OMOTMOTEKN YHHBEPCUTETa, METOJWYECKHE H Y4eOHO-METOJAMUYECKUE MaTepUaIbI
Kadeapbl THOOPMATHKH.

K paboueii npocpamme npunazaromcesn:

IIpunosxkenne 1 — DoHI OIEHOYHBIX CPEIACTB AJI IMPOBEIEHHUS AaTTECTAllMH YPOBHS
c(hOpMUPOBAHHOCTH KOMIICTCHITUI O0YJAFOIIMXCSI 110 JUCITUIUIMHE (MOIYJIIO);

Ipunioxenne 2 — Meroauyeckue YyKazaHusi Uii OOYdYalOHMIMXCS IO OCBOCHHIO
JTUCITUTUIAHB (MOJTYJIIS).



